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Message Text 

LIMITED OFFICIAL USE 

PAGE 01 NAIROB 04938 210910Z 
ACTION SY-05 

INFO OCT-01 ISO-OO SYE-00 SSO-OO /006 W 

210921Z 040128/20 

O 210834Z APR 77 

FM AMEMBASSY NAIROBI 

TO SECSTATE WASHDC IMMEDIATE 7613 


LIMITED OFFICIAL USE NAIROBI 4938 

SY CHANNEL 

E.O. 11652: N/A 
TAGS: ASEC 

SUBJECT: SECURITY POSTURE OF UNEP NAIROBI 
REF: STATE 89060 

1 . UNEP NAIROBI CONSISTS OF ONE OFFICER AND ONE AMERICAN 
SECRETARY LOCATED ON FIRST FLOOR (EUROPEAN) OF COTTS HOUSE 
WHICH HOUSE CHANCERY AND VARIOUS COMMERCIAL OFFICES. FIRST 
FLOOR IS SHARED WITH AG ATTACHE, PERSONNEL OFFICE, EMBASSY 
UNCLASSIFIED MAIL ROOM AND UNCLASSIFIED CONFERENCE ROOM. 
ACCESS IS THROUGH A SOLID CORE DOOR EQUIPPED WITH BRUTE LOCK, 
CYPHER AND REMOTE RELEASE ACTIVATED BY FSLE RECEPTIONIST WHO 
ALSO AHS PANIC ALARM TO MSG ON SIXTH FLOOR. ACCESS IS FURTHER 
COVERED THROUGH CCTV MONITORED BY MSG WHO HAS CAPABILITY TO 
REMOTELY ACTIVATE EATON THROW BOLTS IN CONTROL DOOR. CCTV 
ALSO EQUIPPED WITH MOTION DETECTOR AS AFTER-HOURS PROTECTION. 
FLOOR HAS OUTER DOOR SECURED WITH YALE 197-1/4 AFTER HOURS. 

2. UNEP REP WHO RECEIVES AND GENERATES MOSTLY LOU MATERIAL 
WITH SMALL AMOUNT CONFIDENTIAL IS SUPPLIED WITH FOUR- 
DRAWER SAFE EQUIPPED WITH 8400 SERIES LOCK. OTHER NORMAL 
EMBASSY FACILITIES INCLUDING COMMUNICATION AND POUCH AND 
BOTH ROUTINE AND EMERGENCY DESTRUCTION CAPABILITY IM- 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 NAIROB 04938 210910Z 

MEDIATELY AVAILABLE IN SEVENTH FLOOR C&R. LOU 
AND CLASSIFIED HOLDING APPROXIMATELY HALF DRAWER. 

3. UNEP OFFICES ARE SUBJECT TO AFTER-HOURS MSG INSPECTION 
FOR EVIDENCE OF VIOLATIONS. 

4. UNEP PERSONNEL ARE INCLUDED IN ALL TRAINING AND 
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SECURITY BRIEFING GIVEN MISSION PERSONNEL AND RECEIVE 
ALL LOCALLY-ISSUED ADMINISTRATIVE NOTICES ON SECURITY 
MATTERS. 

EXEMPT. 

MARSHALL 


LIMITED OFFICIAL USE 


NNN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: SY 

Current Classification: UNCLASSIFIED 

Concepts: PHYSICAL SECURITY 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 21 -Apr-1 977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977NAIROB04938 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: n/a 
Format: TEL 
From: NAIROBI 
Handling Restrictions: n/a 
Image Path: 

ISecure: 2 

Legacy Key: Iink1977/newtext/t19770434/aaaabcph.tel 

Line Count: 68 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE 

Message ID: f85230a1-c288-dd11-92da-001cc4696bcc 
Office: ACTION SY 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: 77 STATE 89060 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 04-Feb-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
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Secure: LOCK1 
Status: NATIVE 

Subject: SECURITY POSTURE OF UNEP NAIROBI 
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